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Preface

Previously worked with Aris Ouksel on peer-to-peer wireless
ad hoc networking:

« Devised supporting elements: routing protocols, data caching,
transmission scheduling

 Finished dissertation, 2011

 But the client-server model remains dominant, so it was time to
move on to new research problems

Academic environment in the United States is very
competitive, framing research area reguirements:

 Needs to be big enough to fill a career
* Even incremental results can be valuable
« Potential for research grants, commercialization

Network security: Leverage knowledge of technology and
statistical models to create something new
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Single-Slide Summary

From the attackers’ perspective, security threats can be
regarded as intentional strategies to achieve goals

« Recognizing attackers’ strategies should enable better
defensive strategies

«  Strategies often recur and can be represented by semantic
structures

Defenders will have different, and sometimes conflicting,
views of attacks because of:

« Different viewpoints

« Delays between attack stages

- Attackers’ broad probing for weaknesses
« Attackers’ masking efforts

Our contribution: We propose a model for augmenting
semantic information across defenders
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The Current State of Networking

 Large, dynamic networks are constantly subjected to
outside attacks
«  Dynamic network attributes
. Large populations
. Greater user mobility
. More interfaces with other networks
. Diverse hardware and software

* Novel threat models
. Disruption is rarely the primary goal but instead a cover
. Steal information while remaining undetected
. Reliance on zero-day vulnerabilities

 Challenges:
« Predictive assessment of threat danger
« Reacting with minimum necessary disruption
« Integrating different security tools and views
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Security Gaps

 Automated detection is imperfect:

« System vulnerabilities are inevitable, especially given the
pace of technological change

« Variability in updates and patching
« Administrators are fallible:
« User errors: Inattention, inexperience
« Difficulty recognizing novel attack models
 May devise flawed security policies

* Low-level users are even more fallible:
- May fall for phishing attacks

« Often use relatively weak passwords:
* Recurring letter combinations
 Reused across domains
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Increasing Threat Sophistication

« Eurograbber, 2012
. Took about €40M from thousands of bank customers
. Small transfer amounts to avoid detection

« Advanced Persistent Threats (APTSs)
. Funded by military or state security agencies

. May lurk for months or years before being detected
Operation Aurora: Google, 2009
RSA SecurlD breach, 2011

Multi-Stage Attacks

. One piece of code triggers malware
gOlpack exploit kit: observed by IBM in 2013
Attack on OVH, 2013

. Staged approach is harder to detect and identify

. Typlcal Threat Progression:
Phishing attack against low-level employees

. Shoulder surfing to scout network
. Gather credentials for higher-level access
. Ultimately, large-scale rapid data exfiltration
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Computational Complexity

* Brute force approaches cannot keep up with
online data analysis:

* Progressive threat complexity is a combinatorial problem

- Combining variables (pairs, triads, etc.) exponentially
Increases computations

« Many false positives and negatives generated, especially
for zero-day vulnerabilities

* Predictive models of threat intentionality are
needed to focus defensive efforts:
« lIdentifying probable threats
* Recognizing escalating danger
« Sharing information among monitors
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Basic Descriptive Models

 Network security failures have numerous common attributes:
«  Qverriding or bypassing controls
«  Extending authentication credentials
 Improper access to data
Exporting data to non-approved destinations
« These can be modeled semantically

 Terms categorize attack components

«  Defining rules for the relationships between components, for example:
. What combination of objects and attributes defines a “back door” into the
system?
. Expanding the set of authentication credentials can obviate the need for
bypassing controls
. What are the salient characteristics of fraudulent usage of high-level
credentials?

«  Allows automated recognition of probable dangers

U I UNIVERSITY OF ILLINOIS
AT CHICAGO



Semantics

« Semantic rules are already used.:
« By attackers to devise new threats
* By security tools to recognize threats
* By network administrators to assess the

progress and danger of threats

« Semantic models can describe not only
previous attacks but also help recognize
novel threats

* This is viable because people think in
semantic structures: the same patterns tend
to repeat themselves
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Intentionality Models

 Intentionality: The intended progression from an initial state to a desired
end goal
. Game-theoretic models: Economics, politics, psychology

. Pointing prediction: Markov chain model for estimating the intended destination for
interactions with graphical user interfaces

. Social learning: Bayesian model for predicting assignment of tags to objects when
the tags and categories are defined and learned by users

. Vehicular traffic congestion: Predicting traffic congestion from aggregate vehicle
flows using probabilistic destination knowledge

 Applying the Markov chain model to network security:

. Identify dangerous end states:
. Outsiders with high-level access
. Data exfiltration
. Develop paths toward those states:
. Assign values to end states
. Assess vulnerabilities to network components
. Fit threat progression models to Markov chain segments

« The Markov chain is bi-directional:
. Estimate most likely target of a given threat
. Predict which targets are most likely attacker goals
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Intentionality Models: Applications
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Semantic Modeling: “Vector Model”

Direct, progressive threat escalation:
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Semantic Modeling: “Stack Model”

Initial steps enable subsequent ones and
help evade detection:

Slow, Quiet Exfiltration

Gathering Sensitive Data
Back Door
Creation
High-level Credentials
Low-level Credentials
Phishing Attack A Phishing Attack B Phishing Attack C
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Collaborative Augmenting of

Semantic Information

« We extend the general, single-monitor Markov chain model
 Augmenting threat awareness:

« Individual monitors may be unable to definitively classify potential
threats
. Different targets, different threat behavior
. Varying monitor access to network activity data
. Security barriers separate units of an organization
. Lack of security tool interoperability across sub-networks and organizations

«  Sharing network activity data can enable more accurate threat
assessment

« Threat progress represented by semantic vector construction:
«  Danger grows with proximity to end state
*  More certitude about the likely target(s)
Corresponds to acceptable disruption to counter the threat
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Probabilistic Models
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. Apply security threat ontologies to develop semantic rules:

. Vulnerabilities: LACK(attrl, attr2) = WEAK; LACK(null) = STRONG

. Attacks in progress: USED(phish) AND HAS(password.LLE) -> Threat = MODERATE

. Policy-based responses:: CHANGE(password.LLE) AND SEARCH(backdoor, replication)
. Augment information using:

. Multiple monitors

. Threat assessment models
. Apply machine learning:

. Categorize new attacks

. Relationships between threat components

. Attacker responses to defensive measures,

. Update risk severity and target attractions
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Research Challenges

 Obtaining valid network data for analysis:

- Old data may not be especially relevant today; attack and
defense co-evolve

« Current data is very difficult to obtain and legitimate security
concerns may delay publication of results

« Acquiring and updating semantic models:

« Don't reinvent the wheel but must give up control regarding
future updates

«  Fitting new defenses to semantic structure
« Sentiment analysis
 Reliance on learning sets:
« Overfitting for some models
* Inadequate results on different data
« Don’t want a “brittle” model
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