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Hacker Web

 Hsinchun Chen, MIS (hacker web 
collection; hacker attribution and 
profile)

 Salim Hariri, ECE (IRC, botnet, 
honeypot collection and analytics)

 Ron Breiger, Sociology (hacker 
culture)

 Tom Holt, Criminal Justice (hacker 
market)



AZSecure CyberCops
SFS Program

 Hsinchun Chen, MIS (cyber 
analytics)

 Paulo Goes (NSA CAE information 
assurance

 Mark Patton (program lead, Shodan
analytics)

 Salim Hariri, ECE (cloud security)



Hacker Web

Research Plan: 

Overview



Research Framework



Hacker Forum Collection



IRC Collection & Analytics



Social Media Analytics: Ideational, Textual and 

Interpersonal Information (SFLT)
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Dark Web 

Collection& Analysis



22 chapters, 451 pages, 150 illustrations 

(81 in color); Springer Integrated Series in 

Information Systems, 2012. 

Selected TOC:

• Forum Spidering

• Link and Content Analysis

• Dark Network Analysis

• Interactional Coherence Analysis

• Dark Web Attribution System

• Authorship Analysis

• Sentiment Analysis

• Affect Analysis

• CyberGate Visualization

• Dark Web Forum Portal

• Case Studies: Jihadi Video Analysis, 

Extremist YouTube Videos, IEDs, 

WMDs, Women’s Forums

Dark Web, Springer, 2012



System Design: CyberGate Language 

Features

Resource Category Feature Groups Quantity Examples

Language Lexical Word Length 20 word frequency distribution

Letters 26 A,B,C

Special Characters 21 $,@,#,*,&

Digits 10 0,1,2

Syntactic Function Words 250 of, for, the, on, if

Pronouns 20 I, he, we, us, them

Conjunctions 30 and, or, although

Prepositions 30 at, from, onto, with

Punctuation 8 !,?,:,”

Structural Document Structure 14 has greeting, has url, requoted content

Technical Structure 50 file extensions, fonts, images

Lexicons Sentiment Lexicons 3000 positive, negative terms

Affect Lexicons 5000 happiness, anger, hate, excitement

Process Lexical Word-Level Lexical 8 % char per word

Char-Level Lexical 7 % numeric char per message

Vocabulary Richness 8 hapax legomana, Yules K,

Syntactic POS Tags 2200 NP_VB

Content-Based Noun Phrases Varies account, bonds, stocks

Named Entities Varies Enron, Cisco, El Paso, California

Bag-of-words Varies all words except function words

N-Grams Character-Level Varies aa, ab, aaa, aab

Word-Level Varies went to, to the, went to the

POS-Level Varies NNP_VB VB,VB ADJ

Digit Level 1100 12, 94, 192
11



Arabic Writeprint Feature Set: Online 

Authorship Analysis
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Arabic Feature Extraction Component
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System Design: Writeprints
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Writeprint Technique Steps

1) Derive two primary eigenvectors (ones with the largest eigenvalues) from feature 

usage matrix.

2) Extract feature vectors for sliding window instance.

3) Compute window instance coordinates by multiplying window feature vectors with 

two eigenvectors.

4) Plot window instance points in two dimensional space.

5) Repeat steps 2-4 for each window.
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Evaluation: Writeprints

 Style Classification Results

 Writeprints outperformed SVM by 8%-10% for both experimental 
settings. 

 The improved performance was statistically significant for 25 and 
50 authors. 

 Furthermore, the Writeprint accuracies for such a large number 
of authors are higher than previous studies (Zheng et al., 2006). 

Techniques

# Authors SVM Writeprints Baseline

25 Authors 84.00 92.00 62.00

50 Authors 80.00 90.00 51.00



Anonymous MessagesAuthor Writeprints

Author B

Author A 10 messages

10 messages



System Design: Ink Blots
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Ink Blot Technique Steps

1) Separate input text into two classes (one for class of interest, one class  containing all 

remaining texts).

2) Extract feature vectors for messages.

3) Input vectors into DTM as binary class problem.

4) For each feature in computed decision tree, determine blot size and color based on 

DTM weight and feature usage.

5) Overlay feature blots onto their respective occurrences in text.

6) Repeat steps 1-5 for each class.
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Evaluation: Ink blots

 Topic Categorization Results

 Both techniques achieved accuracy over 90% in all instances.

 SVM significantly outperformed the Ink Blot technique for the 5
and 10 topic experiment settings.

 The higher performance of SVM was attributable to its ability to
better classify the small percentage of messages that were in the
gray area between topics.

Techniques

# Topics SVM Ink Blots Baseline

5 topics 95.70 92.25 88.75

10 Topics 93.25 90.10 86.55



ClearGuidance Forum 

“Experts”
The series of overlapping circular patterns for bag-of-word 

features indicates that the author’s discussion revolves around a 

related set of topics.

Bag-of-words are 

predominantly related to 

religious topics, e.g., Adam, 

angels, etc.

Many large red blots 

indicative of the presence 

of features unique to this 

author, e.g., Adam, angels, 

etc.
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CyberGate



Select Forums by Country

21

Choose Browse Forums 

from the main page.

Click the country of interest to 

see forums; here, Algeria is 

being selected.

Descriptive information listed 

for each forum includes:

• Forum name

• Predominant language

• Numbers of threads and 

messages

• Forum start and end 

dates

• Forum URL



Browse Forums by Thread
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Browsing by 

threads in the 

original 

language, with 

the threads 

organized by 

number of posts.

The threads are 

translated into 

English via Google 

Translate.



Search Using Quick Search
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Type search terms into Quick Search box;

terms are automatically translated to all

supported languages and searched.

Matching threads are returned in ranked

relevance order, grouped by language.



Hacker Reputation & 

Botnet Analysis



Research Design

Data Collection
Identification

Persian

English

Chinese

Russian

Anti-Crawling 

Measures

Web Crawler

Collection

Extracted 

Contents 

Stored in 

Database

Webpage 

Parsing

Processing

Identity 

Obfuscation

Feature Set Development

Hacker 

Forums

Processing

Social Capital & 

Reputation 

Literature Review

Media 

Synchronicity & 

Social Media

Dictionary 

Translation & 

Assembly

Feature 

Extraction

Hacker Reputation Analysis

Ordinary Least Squares Regression

Analysis across  hacker forums from varied 

geopolitical regions

Observation of features significantly related with 

hacker reputation within geopolitical context
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Research Testbed

 Cyber security has a growing relevance in all four countries

 Allows for analysis of hacker forums from multiple geopolitical regions

 Potential to reveal unique differences and similarities in hacker cultures across 

the globe

 Each hacker forum collected for this study makes use of a reputation 

system

 Provides ground truth for identifying reputable hackers

 Allows for interesting analysis of hacker reputation

26

Community 

Name
Language # of Messages # of Users Forum Start Date

Unpack.cn Chinese 646,494 22,743 11-12-2004

HackHound.org English 7,067 678 10-12-2012

Shabgard.org Persian 77,903 2,922 08-26-2003

Antichat.ru Russian 199,929 25,500 01-01-2003



Reputation Design
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Categor

y
Feature Description Feature Justification Source

Forum 

Content 

Features

Attachment of 

cybercriminal assets 

to forum posts

Forum participants sometimes attach 

cybercriminal assets to their forum 

posts. These include written & video 

tutorials, hacking tools, cracked 

software, etc. 

Social Capital Theory -

Attaching cybercriminal assets to 

posts can be considered as 

contribution of knowledge  to 

community, increasing social 

capital.

Motoyama et al, 

2011; Benjamn &

Chen, 2012

Embedding of source

code within forum 

posts

Hackers sometimes share source 

code for tools, malware, etc. by 

embedding them directly into forum 

posts

Social Capital Theory –

Embedding source code be 

considered as contribution of 

knowledge  to community, 

increasing social capital.

Holt & Lample, 

2010; Benjamn &

Chen, 2012

Discussion of Attack 

Vectors and Hacking 

Concepts

Demonstrates participant proficiency; 

Examples: Rootkit, XSS, SQL 

Injection, DDoS, shellcode, PoC, 

drive-by

Social Capital Theory - Sharing 

knowledge of attack vectors may 

increase social capital, as 

information can be helpful to 

other forum participants

Zhuge et al, 

2008; Imperva,

2012

Discussion of 

Programming and 

other Technical 

Concepts

Demonstrates participant proficiency; 

Examples: SQL, C++, ASM, .Net,  

XML

Social Capital Theory - Sharing 

knowledge of programming may 

increase social capital as it is a 

unique skill, as information can be 

helpful to other forum participants

Radianti et al, 

2009; Holt &

Kilger, 2012

Reputation System 

Scores

Peer-evaluated hacker reputation; 

reputation is not uniform across 

forums, i.e. a participant with good 

reputation in one forum may not 

necessarily have good reputation in 

another

Social Capital Theory -

Reputation is explicitly mentioned 

as a potential result of increased 

social capital.  Reputation 

systems are widely used by 

hacker communities.

Nahapiet & 

Goshal, 1998; 

Radianti, 2010; 

Benjamin & 

Chen, 2012



Reputation Design
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Categor

y
Feature Description Feature Justification Source

Forum

Usage 

Features

Media Symbols
Font color, font style, text bolding, 

italics, etc. 

Media Synchronicity Theory –

According to MST, increased usage 

of media symbols can lead to 

increased communication 

effectiveness

Dennis et al, 

2008

Threads Participated 

In

The number of threads a participant

has participated in. 

Common metric used frequently in 

prior social media and hacker forum 

research. Additionally, previous 

studies cite participate activity level 

as a factor for increasing reputation 

Radianti,

2010; 

Motoyama et 

al, 2011; Holt 

et al, 2012

Amount of Threads 

Started

The number of threads a forum  

participant has started

Common metric used frequently in 

prior social media and hacker forum 

research. Additionally, previous 

studies cite participate activity level 

as a factor for increasing reputation 

Radianti,

2010; 

Motoyama et 

al, 2011; Holt 

et al, 2012

Number of Posts 

Made

The number of posts a forum 

participant has made

Common metric used frequently in 

prior social media and hacker forum 

research. Additionally, previous 

studies cite participate activity level 

as a factor for increasing reputation 

Radianti,

2010; 

Motoyama et 

al, 2011; Holt 

et al, 2012

Seniority
The number of days a forum 

participant has belonged to a forum

Common metric used frequently in 

prior social media and hacker forum 

research. Additionally, previous 

studies cite participate activity level 

as a factor for increasing reputation 

Radianti,

2010; 

Motoyama et 

al, 2011



Contribution of 

knowledge and 

cybercriminal 

assets

Use of media 

symbols 

Characteristics 

of individual 

participants
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Research Design
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Results

30

Antichat (Russian) Hackhound (American) Shabgard (Persian) Unpack(Chinese)

Variables Estimates Variable P value Estimates Variable P value Estimates Variable P value Estimates Variable P value

H1 Contribution of Knowledge and Cybercriminal Assets

Attachments 19.0196103 < 2e-16 *** 5.717475 3.40e-10 *** 1.2423794 0.000144 *** 0.213993 0.000501 ***

Embedded 0.6873084 1.43e-12 *** 1.225995 0.000304 *** 25.3159549 < 2e-16 *** 1.372792 < 2e-16 ***

Tech_terms 0.9850432 < 2e-16 *** 1.102174 0.031925 * 2.0584698 3.42e-07 *** 1.502006 < 2e-16 ***

Hack_terms 0.0927342 1.02e-05 *** -1.027478 2.73e-05 *** -1.2673248 0.008772 ** -2.778712 < 2e-16 ***

H2.Use of Media Symbols

Msg_Symbols 0.2395429 < 2e-16 *** -0.127164 0.310369 0.5767631 < 2e-16 *** -0.168207 1.56e-05 ***

H3. Characteristics of Individual Participants

Started -1.2836535 < 2e-16 *** -0.613389 0.091986 . -2.2406442 < 2e-16 *** 0.697754 < 2e-16 ***

Seniority 0.0011389 < 2e-16 *** 0.006312 0.028246 * -0.0003135 0.87272 0.005692 < 2e-16 ***

Threads 0.1912006 1.12e-13 *** 4.491093 < 2e-16 *** 1.3663905 2.58e-14 *** 0.132588 < 2e-16 ***

Posts 0.1816048 < 2e-16 *** -1.655383 < 2e-16 *** -0.8028807 < 2e-16 *** -0.044117 4.15e-16 ***

Signif. codes:   ‘***’ <0.001       ‘**’< 0.01       ‘*’ <0.05       ‘.’ <0.1        ‘ ’ <1

Multiple R2 0.3548 0.8473 0.5597 0.3825

Adjusted R2 0.3546 0.8453 0.5572 0.3823



Conclusions

 Contribution of knowledge and assets (e.g. source code, 

attachments such as tools) have significant, positive correlation 

with increased reputation scores within all 4 forums

 The use of media symbols has a significant, positive impact on 

reputation in Antichat (Russian) and Shabgard (Persian) forums, 

a significant, negative impact on the Unpack (Chinese) forum, 

and is not significant in the Hackhound (American) forum.

 High levels of activity were found important for hackers of each 

forum to maintain reputation
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Case Study

 To help illustrate our results, we explored the posting 

behaviors and contributions made by some of the most 

reputable members of HackHound.org:

 Hess – 736 Reputation

 x_h0rr0r_x – 501 Reputation

 Karcrack – 343 Reputation (Moderator)

 HttP-NuKe – 329 reputation

 Cobra – 213 Reputation

 We also briefly represent some of the contents of hacker 

forums from different regions

32



Case Study
 Hess – 736 Reputation

33

One of the most reputable participants of Hackhound.org. The user named Hess regularly 

shares cybercriminal tools that he obtains from other sources with the Hackhound.org 

community. However, they do not appear to author many of their own tools. Regardless, 

because they provide valuable contributions on a frequent basis, ‘Hess’ is one of the most 

highly regarded forum participants.

Attachment download 

link

Hacker forum 

reputation score

“Contributor”

Tag



Case Study
 x_h0rr0r_x – 501 Reputation

34

Hacker forum 

reputation score

Video Demo of 

Hacking Tool

x_h0rr0r_x, a participant of HackHound.org, shares a video of a hacking tool he is working on 

called Sub7. Sub7 is one of the oldest Remote Administration Tool (RAT) programs, 

commonly referred to as ‘trojan horse’ malware. It allows for unauthorized access to remote 

computers. Here, the video demos the latest release of Sub7.



Case Study
 x_h0rr0r_x – 501 Reputation

35

Hacker 

Attachment

Later, x_h0rr0r_x publicly shares the Sub7 tool that they have helped develop. The hacker 

claims that the release is part of a public test and solicits HackHound.org users to provide 

feedback and bug reports. These types of contributions are generally valued by other 

hacker forum participants.

Tool 

Screenshots

Other 

participants 

“Like” this post



ShadowServer and Botnets Attribution



System Overview



The Criminal Network



The Criminal Network



Sample Criminal Clusters
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51 235713 1263

bill gu3sT Besi D-PaLo hidden load process tonii 88 30140 3310

44 252969 730

ILGuardiano liga MArian0z PepP0z JuMp 56 256193 6698

15 6094 2350 1988

15 303286 2615

32 220703 730

Attacker       hh 12 239708 479 4484

[0]USA--2KSP3[Om]824584 creature edzy fri frioz 

wejbwfe wloo BlaCkD3v—L

Albania DaddyCooL[a] jelo jeloo [KleviS] Opium 

Silv3rArRoW waleed

xRaZoRx xBreaKx xxDCxx vDCv xGoDx xCKx xBeNx 

xBrandoNx xAmplifyx xSKYx xToaDx xTiMx

Max hans matrix toxic abc Peter bob home Andy dan 

Jack blbla billy mark xxx sss mr

StRuGaNi007 bostss Heropos niggaz yeste Pacino 

NhG Ld fada pilz AsC [a] bAcaRdI dRiVeR alejandro 

mut hook Dritton ArditS Corrupted



AZSecure SFS

Overview



CyberCorps: Scholarship-for-Service

Context - NSF Context – Federal Workforce

 U.S. cyber infrastructure is extremely 

vulnerable1

 Vulnerability can be exploited to 

affect catastrophic loss 

 New diversity in attacker “motivations, 

incentives, ethics, asymmetries, and 

strategies” 

 Multi-disciplinary approach needed to 

develop practical, deployable 

technologies

 SFS program designed to address 

needed cybersecurity education & 

workforce development

 Attracting skilled cybersecurity talent 

a top priority2

 Qualified applicants lacking

 Full range of skills needed:

 Technical: applications software; 

enterprise architecture and 

network engineering; security; 

systems administration; etc.

 Managerial:  policy and planning; 

data management; customer 

support; human resources 

management including training 

and development; etc.

 Gap often filled with contractors



Summary of Key Program Features:

1) Building on existing, top-ranked MS/BS/Ph.D. program, 

curriculum, and support

2) Building on existing, successful NSA CAE-IAE program, 

certificates, and online delivery

3) Multi-disciplinary approach: technical/managerial; 

MIS/ECE/CS

4) Strong faculty cybersecurity research & mentoring: 

independent studies, theses, publications

5) Strong Arizona diversity recruiting: veterans, Native people, 

Spanish-speaking

CyberCorps: Scholarship-for-Service
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 Goals  Broaden federal workforce in S&T generally

 Increase interest in and tech competence

for government service

 Objective  Create new Scholarship program in Cybersecurity

through University of Arizona Management 

Information Systems Department 

 Multi-disciplinary approach:  

 Leveraging coursework in Management Information Systems, Electrical 

and Computer Engineering, and Computer Science departments

 Expand enrollments in Enterprise Security Certificate Program

 Students attain proficiency through coursework and by participating in current 

cybersecurity research efforts

 Support student success with existing departmental services and functions 

(recruitment, placement, advising, mentoring)

CyberCorps: Scholarship-for-Service
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Summary of Program Components:

1) Recruitment and Selection

2) Mentoring, Development, and Research

3) Coursework and Enterprise Security 

Certificate

4) Internships and Post-Graduation Placement

5) Student Assessment and Program Evaluation

6) Program Administration

CyberCorps: Scholarship-for-Service
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 January 9-10, 2014, Job Fair & PI meeting

 Job Fair: 400 students, 50+ agencies; NSA, DHS, CIA 

largest; interns & jobs; $65K-$90K 90% success rate

 NSF SFS funding since 2002, 1200+ graduates, 40+ 

institutions; Research I (CMU, Purdue, GT, UA) and 

others; funding increase from $25M to $45M since 

2012

 UA AZSecure unique in analytics and intelligence 

research + management/process (4 SFS students in 

2013, Shodan analyics; 6-8 expected in 2014)

 DHS NICE Framework for cybersecurity education and 

training; NSA CAE IAS mapping under way

CyberCorps 2014
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