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Cybersecurity Challenges
• Current cybersecurity technologies failed to secure and protect our cyberspace 

resources and services

• They are mainly signature base, anomaly behavior methods have high false alarms, manual 

intensive and ad-hoc.

• US continues to spend billions on cybersecurity with limited increase in protection (Ken 

Gabriel, DARPA Acting Director)

• The Ponemon Institute sponsored by HP Enterprise Security Products conducted the “2013 

Cost of Cyber Crime Study” that showed “the average annualized cost of cybercrime 

incurred by a benchmark sample of US organizations was $11.56 million, with a range of 

$1.3 million to $58 million. That represent a 78% increase since the initial study was 

conducted four years ago and an increase of 26%, or $2.6 million, over the average cost 

reported in 2012.” 

• It also stated: “the time it takes to resolve a cyber-attack has increased by nearly 130% 

during this same period. The average time to resolve a cyber-attack is 32 days, with an 

average cost incurred during the resolution period of $1,035,769, or $32,469 per day – a 

55% increase over last year’s estimated average cost of $591,780 for a 24-day period.” 

Needed Cyber Resilience Services – Automated and Integrated Management (AIM) 

Technology



Reasons for challenge

– Software Monoculture

– Dynamic Environment

– Social Networking

Organizations give control to cloud provider

Cloud Security Challenges



We cannot build systems that will not be 

attacked

Attack efforts will always be present

Cyber resilient techniques are most promising

There is a need to change the game to 

advantage the defender over the attacker

Need for resilience



Vision

– Create, evaluate and deploy mechanisms and 

strategies that are diverse, continually shift, 

and change over time to increase complexity 

and costs for attackers, limit the exposure of 

vulnerabilities and opportunities for attack, 

and increase system resiliency (Source:”CyberSecurity Game-

Change Research and Development Recommendations”)

Moving Target Defense (MTD)
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MTD Attack Lifetime



Related Works – Software Fault 

tolerance
N-version programming

Recovery Block

Distributed Recovery  Block with acceptance 

test

Voting Triple Modular Redundant Stations



Related Works- Moving Target 

Defense

SDN (Software Defined Network)

Continuously changing IP addresses

Changing network parameters



Related Works- Operating 

System Diversity
Address Space Randomization

Data Randomization

Instruction Set Randomization



Our Approach

Diversity in the execution environment

Redundancy in the resources

Runtime hot shuffling of executing variants



Architectural Components

Closed loop architecture

Continuous feedback

Architectural Components



Self- Management

Observer

- Monitoring

- Analysis of current     

state

Controller

- Management of 

cyber operations

- Enforcement of 

resilient 

operational policies

Self-Management architecture



Diversity

– Hot Shuffling software variants at runtime

– Variants are functionally equivalent, behaviorally 

different

Redundancy

– Multiple replicas on different physical hardware

Shuffling

Software Behavior Encryption



SBE Examples

No Replica With replicas



Used to select the 

best output for the next 

phase

Check correctness of 

the outcome

Decision Support System and 

Acceptance Test



Quad core Memory Storage
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IBM BladeCenter HS22 based Private Cloud

University of Arizona’s Autonomic Computing Lab

Evaluated on a three node cluster

Each node has multiple versions

Version consists of combination of:

– Operating System

– Programming Language

– E.g. <Linux, C++>, <Windows, Java>

Experimental Environment



Large-Scale Data Processing

MapReduce provides

– Automatic parallelization & distribution

MapReduce Wordcount program

Application 1 – MapReduce (MR)



MapReduce- Setup

Host Hardware- IBM Bladecenter Private Cloud

Node 1 Node 2 Node 3 Node N

Linux Windows Windows Linux WindowsLinux

Java

V 1

Java Java Java Java JavaC++ C++ C++ C++ C++ C++

V 2 V 3 V 4 V 5 V 6 V 7 V 8 V 9 V 10
V 11 V 12

V3

V1

V1

V7

V4

V5

V2

V6

V2

Phase 1

Phase 2

Phase 3

Self Management

Master 1 Master 2 Master 3



MapReduce Job is divided into three phases

– First Map on Input 1

– Second Map on Input 2

– Final Map/Reduce on above two outputs

All three nodes run the three phases independently

Slaves are in Hadoop MapReduce ‘Single-Node 

Cluster’ setup

At the beginning of each phase, a version is selected 

randomly by each of the three masters.

MapReduce



At the end of each phase, results are given by the slave 

to the Master

Master runs local acceptance test

– Output of each Map phase is in the form of:

<keyword, 1>

– Output of the final Map/ Reduce phase is in the form 

of 

<keyword, count>

– Any other outcome is considered as failure

If the acceptance test fails, output is requested from the 

other masters

Acceptance test
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MapReduce – Attack Scenarios

During validation, SM checks 

current environment and if 

okay, DSSC starts the 

application execution cycle

Case 1: During validation, SM 

detects an error in V4 and 

DSSC selects the first error 

free output from v5 or v12

Case 2: During validation, SM 

detects compromised results 

of V9 and DSSC selects the 

first error free result from V3 

or V7



SBE example- MapReduce



Case 1: Resilience against Dos 

Attacks 

Denial of Service attack on Windows VM-6

Response Time (in seconds)

Without DoS attack With DoS attack

Without MTD 95 615

With MTD 105 105



Case 2:Resilience against Insider 

Attacks 

Response Time (in seconds)

Without Insider attack With Insider attack

Without MTD 95 No response

With MTD 105 105

Compromise attack on Linux VM-1



Jacobii’s Iterative Linear Equation Solver 

Central SBE machine randomly selects a supervisor for 

one phase

Supervisor randomly selects a phase timer.

All three nodes run the three phases independently in 

independent versions

At the end of each phase, checkpoints are passed to 

the supervisor

Supervisor selects the most recent and correct 

checkpoint and passes to the SBE machine

Application 2



Application 2 - Setup



Application 2 - Flowchart for 

each phase

Start Phase Timer

SBE Machine



Application 2 - Flowchart for 

each phase

End Phase 

Timer

Checkpoint
Checkpoint

Checkpoint

End Phase Timer

SBE Machine



Application 2 - Overhead

Execution time with SBE in seconds

Executio

n Time in 

seconds 

without 

SBE

2 phases 3 phases 4 phases

Time OH Time OH Time OH

200 218 9% 248 24% 276 38%

800 838 5% 890 11% 988 24%

1500 1568 5% 1624 8% 1663 11%

3600 3671 2% 3847 7% 3890 8%



DoS attack on V1

Insider attack on 
Supervisor 2

Compromise of two 
Virtual Machines

Application 2 – Attack Scenarios

Illustration of Attack scenario 1



C programs from six categories 

Each category targets a specific area of the embedded 

market

Programs used for testing

- Basicmath (Automotive and Industrial category)

- Dijkstra’s algorithm (Network category)

Setup is the same as Application 2

Diversity in the form of operating systems

Application 3 – MiBench



Application 3 - Overhead
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Application 3 – Attack Scenario



RESILIENCE DEFINITION AND 

QUANTIFICATION



Resilience Definition

The system resilience R is the attack 

impact threshold below which the system 

continues in providing its QoS



Resilience Quantification

CVE (Common Vulnerabilities and Exposures):  public 

reference for information security vulnerability and 

exposures, is used to determine the confidentiality, 

integrity, and availability of the software system

CVSS: CVSS (Common Vulnerability Scoring System) 

[is used as a standard measurement system for 

industries, organizations, and governments that need 

accurate and consistent vulnerability impact scores. 



Resilience Quantification

A: System under attack

Uvx: Successfulness of the attack in 

exploiting vulnerability vx



Resilience Quantification
Using the multiple functionally equivalent variants to run the 

application will significantly improve its resiliency to attacks because 

that will reduce the probability of a successful attack on the 

application execution environment. For example, by using L

functionally equivalent versions of the application, the probability of 

successfully exploiting an existing vulnerability vk is given by :

T

T

T



Resilience Quantification



Conclusions

We cannot build perfect cloud security systems 

RCS based on MTD provides a promising approach to 

build intrusion tolerance Cloud Services with low overhead 

(around 7-11% for tested applications)

Anomaly behavior analysis will help driving when to 

change the environment and respond optimally to attacks 

or malicious events. 

Autonomic computing (Self Management) can be the 

underlying paradigm to implement Cloud applications and 

services



Future Work
Require optimum number of:

- Versions

- Frequency of version change

- Number of replicas

Need to quantify Availability, Reliability, and Performance 

of the system



Questions



Thank you



Current software systems are static

Easy for attacker to study behavior of system 

and generate attacks

Vulnerabilities in one software can propagate 

to a great extent

Software Monoculture



Software Behavior Encryption


