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* This work is still at its early stages
 We welcome feedback and advice

* Work up to this point has been mostly framework development
* No empirical results yet



Introduction: Motivation

* In the emerging attacker model, adversaries use social engineering to exploit
human behavior [1-3]

* Minimizes the electronic traces left by the attack

* Analysis of traffic intercepted by Intrusion Detection System (IDS) sensors, deep packet
inspection devices, and other network defense tools is no longer sufficient

* Cyber-crimes is inherently a challenging problem

* The attacker’s IP address could have been spoofed [4-6], belong to an intermediate host
[7-10]

* Even if attacker has been pinpointed, attributing the attack to an adversarial group
remains an elusive goal

* Liken cyber-attacks as symptoms and the adversarial groups as the disease
* Novel frontier integrating computer and social scientists



Introduction: Objectives & Intellectual Merits

* Integrate cyber data forensics with human-centric social network
analysis tools under a common framework

* Develop comprehensive models of cyber-attack features using feature
extraction techniques on diverse data sources

* Classify adversarial groups based on their feature similarity

* Enhance the group classification using analytic techniques from social
network science

* Leverage from the existing Asymmetric Threat Prediction and Analysis
Project system (ATRAP) to discover invisible and missing links between
adversarial networks of individuals



Introduction: Challenges

* No common reference framework represents both the cyber domain and
the social network domain relationships and interactions

* The entire cyber- and social domain are too complex to fully analyze
* What are our data sources?

* How to connect two apparently disparate data sets?

* How will we know we found the truth?

* How to combine the work of social scientists with computer scientist?



Representing the Problem:
Jnderstanding the Problem

* Given
* People, organizations, places, and real-world events
 Computers, networks, protocols, and cyber-world events

* Analysis of low-level data produces diverse data sets

 |P addresses, exploited vulnerabilities, network paths followed by malicious traffic,
and geolocation of the attack

* We need to combine both into one unified framework
* Allowing for the representation of diverse data
* Allowing the social scientists to apply their methods
* Allowing the computer scientists to apply their methods
* Allowing these two different camps to meet in the middle



Representing the Problem:
Unification using Multimodal Graph

* Multiple types of entities with
multiple types of connections

* By leveraging ATRAP, we already
have a tool capable of handling
multimodal graphs

* We can perform measures of
centrality, betweenness, Von
Neumann entropy, and modularity

* ATRAP provides an algorithmic

perspective of the problem Figure 1: A three-mode graph representation of
cyber and social networks.



Representing the Problem:
ATRAP’s Representation
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Representing the Problem: Formalisms

* Formally, these multimodal networks can be \[\0
represented with layered adjacency matrices, %

providing a mathematical basis for analysis N

* Layered adjacency matrices are nicely \!
compacted into a 4-tensor [11] \

* Supra-adjacency and supra-Laplacian matrices i e 2. A three layered
provide direct extensions of all previous network, where each

linear algebra analyses [12-14] layer corresponds to a
different kind of

connection




Data: Representative Cyber Data

e Base cyber graph generation
» Data from the Cooperative Association for Internet Data Analysis (CAIDA) repository
* Infer a base graph representing the Internet topology

* Organize the IP space to a hierarchical structure based on the peering relationships
among autonomous systems (AS)

* Managing complexity
e Even at the AS level, the number of graph nodes is prohibitively high

* So we exploit the AS classification to customer ASes (stub or multi-homed) and ISPs
(transit AS)

» Aggregating customer ASes that do not relay traffic to the associated transit ASes (ISPs) results in a
highly connected network mesh with significantly fewer nodes

e To further reduce complexity, we group nodes with low degrees of connectivity using
network tomography and clustering methods



Data: Ground Truth

e How will we know we found the truth?

* Part real data and part synthetic data
* Real cyber data from CAIDA repository
* The social data will be synthetic data to embed ground truth

* Network algebra [15-18] can be used to generate synthetic data
* For example, call those that participate in an attack particular network A
e Call the actors within the same computer network cluster, network C
* We might consider compositions of At (matrix powers of A) and C
* The set of all such compositions forms an algebra (a semigroup)



Data: Ground Truth

e Using network algebra [15-18]
» Social scientists and security experts provide social and cyber attack patterns
* The ground truth will be embedded using these patterns
* False signals will be embedded by distorting these patterns
* Random connections will also be added to introduce noise
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Representing the Problem:
Understanding the Problem (again)

* Generate synthetic data using patterns provided by the social scientists
and security expert

* Measure how well we can detect the pattern by searching through the
network algebra

e Baseline method

e Attempt to rediscover the ground truth using
e Clustering (identify groups)
* Time series analysis (identify time-shifted correlated activity)
* Markov model fitting (provide meaning to the observed correlated activity)



Detection: Overview

* Clustering (identifying groups)
» Simplicity vs accuracy tradeoff

* Does clustering method matter?
* If clustering matters, which is best?

* Time Series Analysis (detect time correlated activity)
e Detect if there are time shifted patterns, over various scales

* Which components of the time series matter most?
* Acyclic trends, cyclic trends, or the remaining noise distribution

* Markov Models (to provide meaning)

* Two networks must match in purpose (meaningful explanation for the behavior)

* Which Markov models best explain the observed interactions?
* Hand-crafted chains, simple nth order Markov model



Detection: Overview
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Detection: Clustering (which method to choose)

* Multiple methods for clustering ¢ Multiple methods for clustering

computer networks social networks
e Hierarchical * Friend of friend networks
* Relationship of stub & multi- e Content matching
homed ASes to Transit ASes * Maximal cliques (overlap)
® AgnOStiC network ClUStering * More agnostic C|ustering
methods methods
* Max Flow / Min cuts  Modularity (disjoint)
* p-champions e Spectral clustering (disjoint)
* Centrality e Local clustering coefficients
* Degree, Closeness, Betweenness, * Optimize intra-cluster & inter-

Eigenvector, Katz .
& cluster distances



Detection: Time Series Analysis

* Why time series?
* Prediction, forecasting, classification, signal estimation

e Cross-correlation
e Determine the similarity of two clusters’ activities at various time delays
* The challenge is searching through the various time scales (how to choose)

* Signal decomposition

* Acyclic trends, cyclic trends, and noise
 Surprisingly, the noise can shed light on the underlying stochastic processes



Detection: Markov Model

* Two networks must match in purpose (meaningful explanation for the
behavior)

* The challenge / trade-off
* Meaningful hand-crafted models

* Meaningless computer generated models
* Hybrid?

 Markov chain vs. hidden Markov models

e Fitting/solving models
* How do we choose which ones to test first?



Detection: An application for machine learning

e Our search involves many degrees of freedom
* Clustering + Time scales & shifts + Markov models =
* A huge search space

* We search everything
* Time consuming

 Alternatively, we could compare multiple limited searches

» Selecting the search which appears to function best in practice

* Theory also suggest that we can improve the search by making it perform poorly
on irrelevant problems [19]



Expected Outcomes

e Using our methods we expect to
* Produce an efficient search for suspected social-cyber connections

* Produce a collection of suspected social-cyber connections with a correlation
strength and suspected meaning

e Extract trends in adversarial activity
* The efficient search allows us to be nimble

* By identifying the group behind an attack, we can be proactive
* May be able to apprehend them

* Using the trends and Markov model we can predict impending attacks



Conclusions and Future Work

* Work ahead of us still on this iteration
* Social, cyber, and joint network algebras are still required
* Synthetic data generation
* Analysis of different techniques

* Analyze where the breakdown point of both the baseline method and our
detection method

* How much noise and pattern distortion may be applied before the original ground-truth
cannot be detected?



Conclusions and Future Work

* Work with both real cyber and social networks
* There might be nothing to find

* Augment attacker classification using social data
* Incorporating more data (news streams, online articles, etc.)

* Real-time search which works on streaming cyber-data and streaming
social/news data



End

* Thank you

e Questions?

e Comments!
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