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Outline of this talk

* A social science theory / research design for
the Hacker Web Project

— Specific questions, methods, hypotheses

e Two broad areas are discussed here:

— Understanding the culture of hacking via social
media analytics

— Theorization of illegal markets and covert social
networks




Fundamental social science questions:
Culture

* Cross-cultural comparisons of hacker behavior

— Adopting an idea from cross-cultural psychology,
partition hacker behavior (e.g., emotional,
semantic, language-use practices) into:

* Universal (cross-cultural) components
 Culture-specific components (nation-specific, language)
 Components specific to individual virtuosity (etc.)

— Scalable methods (social media analytic,
stylometric, multivariate mining) applied to a large
N of hacker communities in U.S., China, Russia
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ig. 1. A comparison of the semantic structure of English speaking subjects
blue) and Japanese speaking subjects (red) for 15 emotion terms.

Source: Romney, A.K., et al., “Statistical methods for characterizing similarities and
differences between semantic structures,” PNAS 97 (2000).
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Fundamental social science questions:
Identities

* The study of identities, informed by hacker
individual and community behavior

— (Following Swidler et al.) cultivated skills, styles,
and habits, bundled together as repertoires or
‘toolkits’

— Status and reputation
— Symbols, stories, rituals, worldviews
— Moves into and out of forums / markets



Fundamental social science questions:
global microsturctures

* The study of identities, informed by hacker
individual and community behavior [cont’d]

— (Knorr Cetina:) “global microstructures” == forms
of connectivity and coordination that “combine
global reach with microstructural mechanisms
that instantiate self-organizing principles and
patterns”



Fundamental social science questions:
global microsturctures

In plain language: the Hacker Web is a unique
set of venues where “global” and “local” meet,
generating the self-organizing principles that
ind|will be studied with social media analytics.

— (Knorr Cetina:) “global microstructures” == forms
of connectivity and coordination that “combine
global reach with microstructural mechanisms
that instantiate self-organizing principles and

patterns”




Fundamental social science questions:
markets

* The study of identities, informed by hacker
individual and community behavior

* How can study of the Hacker Web reinvigorate
the study of markets?

— Answers to this question will build directly on
work of Tom Holt* on this (and other) projects

*Thomas Holt, School of Criminal Justice, Michigan State University



Fundamental social science questions:
black markets in the dark web

* How can study of the Hacker Web reinvigorate
the study of markets?

— Answers to this question will build directly on
work of Tom Holt on this (and other) projects

— Black markets in the dark web:
* The state does not protect property rights

* The state does not regulate product quality
standards

* The state may prosecute market participants

See Beckert, J., Wehinger, F., “lllegal Markets...,” 2013




Fundamental social science questions:
coordination problems in illegal markets

— Black markets in the dark web [cont’d]: three
types of coordination problem

* Value 2 Assignment of monetary values to
heterogeneous products based on classification and
commensuration processes, made harder by
information asymmetries;

* Competition = suppliers wish to avoid this (leads to
corruption, protection payments, interdependencies of
illegal and legal markets

» Cooperation = against the risks of illegal markets (esp.
the non-fulfillment of “contracts”)

See Beckert, J., Wehinger, F., “lllegal Markets...,” 2013




Fundamental social science questions:
market operators

* How can study of the Hacker Web reinvigorate
the study of markets?

— Unique role of market “operators” who generate
rules and monitor compliance

* Could be members of organized crime groups, often are
administrators of online forums

* Importance of reputation, brokerage roles, trust-
building

* We will say more about this (re. two-sided platforms)

See Beckert, J., Wehinger, F., “lllegal Markets...,” 2013




Fundamental social science questions:
social networks as “substance” for all the above

* How can study of the Hacker Web reinvigorate
the study of markets?

— Social networks form possibly ad hoc projects for
large / complex hacking operations
* Relevant both for market “operators” and for
participants
* Reputation plays an especially large role
— Virtuosity of hacking skills
— Integrity; trustworthiness

See Beckert, J., Wehinger, F., “lllegal Markets...,” 2013




Methods for market studies

Holt and the MSU team are experienced at
extracting price information from hacker forums.

UA SOC team will assist in jointly modeling the
individual-attributes and social networks (latent
space SNA; ERGM)

Community detection from attribute profile
similarity

We have developed methods to use clusters of
individuals/forums to predict (e.g.) reputation,
decomposing the usual regression coefficients by
clusters of actors

Holt, T.J., & Lempke, E., “Exploring stolen data markets...,” 2010




HI1:

H2:

H3:

H4:

Hypotheses—Culture

National-level feature differences exist among hacker
communities.

Nonetheless, there are common features across
national cultures, and the degree of cross-cultural
communality has been increasing in recent years.

In line with “toolkit” theories of culture: differences of
{hacking practices, discourse, representation of aims,
identity formation / expression incl. emotions} are
greater among specific communities (local level) than
within national or same-language boundaries.

Hacker communities are becoming increasingly cross-
national (w.r.t. forum participation and social ties, in
addition to common cultural features).



H1:

H2:

H3:

Hypotheses—Markets

Individuals’ reputation, skill, seniority in hacker
communities correlates positively with centrality
of social network position

Cluster membership based on profile similarity
(e.g., the variables used to predict reputation
scores) is a predictor of social network community
position based on communication ties.

Discussion intensity metrics (average message
length, number of threads, seniority, message
volume) are significant contributors to hacker
reputation.



Hypotheses — Markets [cont’d]

H4: Forum administrators (market operators) who have
high network brokerage scores and also high
reputation will lead forums that are larger in size and
higher in sales volume than is the case for other kinds
of operators

H5: Forum administrators with high network brokerage
scores and low reputation will lead forums that are
more resilient (capable of re-establishing themselves
in response to external shocks), because reputation
carries costs (e.g., preserving many attachments to
others) that can be prohibitively high.



Research question about markets:
What is the economic character of a web forum?

* Three models seem relevant to hacker forums

a) Common-Pool Resource Exchange
Platforms

b) Two-sided platform markets
c) Clubs



a) Common-Pool Resource Exchange Platforms

 Examples:

— Peer-to-peer networks (Napster, Limewire...)
— Bulletin boards; web forums (Warez-bb)

e Economic characteristics:

— Single-sided: participants are both the users and
the providers of content

— Participants exchange “for free,” and ...



a) Common-Pool Resource Exchange Platforms

e Economic characteristics:

— Single-sided: participants are both the users and
the providers of content

— Participants exchange “for free,” and ...

— Need to overcome the “local public good” (or
“free rider”) problem, e.g., by requiring
participants to share a certain predetermined
number of files



b) Two-sided Platform Markets

* Cross-group externalities are present

— The benefit enjoyed by a member of one group
depends on how well the platform does in
attracting actors from the other group.

* Example: shopping malls.

— A consumer is more likely to visit a mall that has a
greater number of retailers, while a retailer is
willing to pay more to locate in a mall with a
greater number of customers passing through.

J.-C. Rochet, J. Tirole, “Platform Competition in Two-Sided Markets”
(Toulouse, 2003); M. Armstrong, RAND J. of Econ. (2006); T. Eisenmann et al.,
Harvard Business Review (2006).




b) Two-sided Platform Markets

 Why hacker markets require rethinking of
two-sided platform markets:

— The platform owner (forum administrator) has an
incentive to act as a coordinator of
communication and agreement processes, or as a

regulator / enforcer

— Rather than a hierarchy of prestige, the third party
steps in as a trust-creating intermediary among
participants who are anonymous.

J.-C. Rochet, J. Tirole, “Platform Competition in Two-Sided Markets”
(Toulouse, 2003); M. Armstrong, RAND J. of Econ. (2006); T. Eisenmann et al.,

Harvard Business Review (2006).




b) Two-sided Platform Markets

— The platform enables Hacker Web participants to
protect their anonymity

— Crucially, a platform has an owner who can, for
example, require potential sellers to verify integrity
(Holt & Lampke 2010), e.g. by submitting a sample of
their merchandise which is then approved by the
administrator, or by providing escrow services.

— Some forums enable participants to rate reputation of
sellers (just like in Amazon.com) = other buyers can
see those signals, which loosens the asymmetric
information problem.

T.J. Holt, E. Lampke, “Exploring Stolen Data Markets Online....” (2010)




c) Economic Theory of Clubs

* Only the people who enter can benefit from the
networking (to guard against “rippers”).

* Hacker forums may have two tiers (Herley &
Floréncio 2010): an open tier for inexperienced
users, and a more closed tier for experienced
criminals

e Ethnicity (esp. language: Viethamese, Estonian, ....),
language use (style, “leetspeak”), etc. may be seen as
creating boundaries of trust (Wehinger 2011).

C. Herley, D. Floréncia, “...Dishonesty, Uncertainty, and the Underground
Economy” (2010); Wehinger, “The Dark Net: Self-Regulation Dynamics of lllegal
Online Markets...” (2011).




Additional Hypotheses — Two-Sided Markets

H1: Forum administrators act as market regulators,
and thus their existence is crucial for the web
forums to work effectively.

H2: The type of regulation differs according to the
type of exchanged good/information

H3: As the level of effort of the forum administrator
increases, both the number of participants and
the quality of the good/information provided
Increases.
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