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IBM At A Glance

Revenue Breakdown - -
Izl\g %az 423\;%02 U dw I2001% Financials IT Services i 44% ' BMos _Leadershi|
Software i 41%
ARevenue -$107B Sardware i 159%
ANet Income - $16B Nobel
AEPS - $13.44 5 Nobe >
Laureates First Female CEO

ANet Cash -$17B

55% of | BMO&s Wor
is new to the company in

the last 5 years ~ 120
acquisitions since 2001

Corporate Recognition 2013

Am1 company for leaders (Fortune)

A#1 green company worldwide (Newsweek)

A#2 best global brand (Interbrand)

A#2 most respected company (Barron's)

A#5 most admired company (Fortune)

A#18 most innovative company (Fast Company)

YL
~
share their expertise

with non-profits, small

businesses & NGOs WATSON: The Smartest AiLeto6és Build a Si
Computer On Earth

More than 50%
workforce conducts business
away from an office

ANESs 7o)
& P G 1B

Number 1 in patent generation for 20 consecutive
years ~ 6,180 US patents awarded in 2013

'

CORPORATE Hundreds of IBMers
| sentto emerging
markets every year to
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CIBM 65 I N 56 predictions f

C IBM Cyber Security Program

C Enterprise Demand for Specific Cyber Security
Skills & the Growing Cyber Security Skills Gap

C IBM Academic Initiative Resources for Faculty &
Non-Commercial Researchers
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Smarter
Planet

The 5In5

Innovations that will change our lives in the next five years

ThelBM 5in 5 Past5in 5s

In the future, everything will learn

This year, IBM researchers are exploring the idea that everything will learn — driven by a new era of cognitive systems

Contact IBM
where machines will learn, reason and engage with us in a more natural and personalized way. These innovations are < Call us at
beginning to emerge enabled by cloud computing, big data analytics and learning technologies all coming together. 1-866-426-4252

A new era in computing will lead to breakthroughs that will amplify human abilities, assist us in making good choices,
look out for us and help us navigate our world in powerful new ways. Read more about the IBM 5 in 5.

IN
Education Retail Healthcare Sec urit;; Cities
The classroom will Buying local will MDs will routinely A Q|g|tal guardian The city will help
. use your DNA to will protect you A
learn you beat online . you live in it
keep you well online
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BM 5 in 5 for 2014 é EDUCATI ON

= THE CLASSROOM OF THE FUTURE

WILL LEARN ABOUT INPIVIDUAL
STUDENTS OVER THE COURSE
THEIR EDUCATION AND HELP?P
THEM MASTER THE SKILLS CRITICAL
TO MEETING THEIR GOALS

In five yedars,
the classroom
will learn you.

TUC 1 AXLDON i drls rC AP
HE CLASSROOM WwiLlL (,;Z>;‘&TL [v D,l DI 3

Y. “'E{-g”“ A SYLLABUS BASED ON INDIVIDUAL
¢ IN 5 ADULTH LEARNING STYLE AND PACE
VORLOVIDE :HAVEN. ¥ NOT ON AN ARBITRARY TEACHING
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THIS SYSTEM WILL LEVEL THE PLAYING FIELD BY . \‘
ENSURING THAT BARRIERS TO EDUCATION BECOME L[

<

LESS OF A FACTOR FOR SUCCESS 2

A SYSTEM FUEL

ANAL YTICS HELP  _
‘j;/.-" EACHERS IDENTIFY STUDENTS WHO ARE 7
s MOST AT RISK. PREDICT THEIR ROADBLOCKS
JRES TO HELP

AND THEN SUGGEST MEASU

THEM OVERCOME THEIR CHALLENGES
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5,:57:?2 IEX

E

w2 @ will protect
you online.
[coo - '_I “ *»*f"‘ 'q:

In five years, a
digital guardian

| 1BM RESEARCHER

T0 PROVE IT. ’

| LAST YEARSAV 12.6 WLLION |
| CASES OF IENTITY THEFT
| INTHEUS. ALONE

[

R

““IN FIVE YEARS. COGNITIVE
SECURITY SYSTEMS WILL
PROTECT EACH OF US
BY LEARNING WHO WE Al
IR /RE-AND \HO VE AREN'T? 5
IR ok R RAD

= o

MAGINE A CONTEXTUAL SECURITY SYSTEM
THAT HAS A 360°-VIEV OF YOUR ACTIVITIES
AND CONNECTS THE DOTS TO KNOW THAT
YOU'RE YOU-WITHOUT YOU EVER HAVING

WITH TIME. SECURITY VILL GROW
LESS DEPENDENT ON RULES, LIKE
PASSWORDS, AND BECOME MORE
AGILE AND BASED ON WHO WE ARE
AND WHAT WE CARE ABOUT.

3 74

SECURITY WILL ASSIMILATE CONTEXTUAL.
SITUATIONAL AND HISTORICAL DATA TO VERIFY g
YOUR IDENTITY ON DIFFERENT DEVICES. @

© 2014 IBM Corporation



Cyber Security Program

Creating stronger collaboration among Universities and IBM to
build Cyber Security skills

O
O

A\
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Companies today cannot escape the challenges of keeping up with
a perpetually evolving cyber security environment

UNDERSTANDING THE
THREAT LANDSCAPE

DEVELOPING AN
APPROACH TO CYBER
INTELLIGENCE

ADDING CYBER

SECURITY
CAPABILITIES

What are the changes taking place that we
need to be aware of? Who is attacking us
and why?

With more data available from more security
devices, what are the right capabilities to turn
this data into actionable information?

Once we have our security analytics and
intelligence feeds in place, how to we build
an effective response strategy?.

© 2014 IBM Corporation



The sophistication of cyber threats, attackers and motives is rapidly
escalating

199571 2005 200571 2015

1st Decade of the Commercial Internet 2nd Decade of the Commercial Internet

Motive

: : Nation-state Actors; Targeted Attacks /
National Security Advanced Persistent Threat
Espionage, . -
Political Activism Competitors, Hacktivists
Monetary Gain Orga_ngd Crime, Hackers and Crackers using
sophisticated tools
Insiders, using inside information

Curiosity Script-kiddies or hackers using tools, web-b a s e d -t fiohboswo

» Adversary

© 2014 IBM Corporation



IBM clients & partners consistently mention four key skills they seek to hire

Analytics and Big Data

The Business Analyst The Data Scientist
Applies business intelligence, predictive Combines the skills needed to collect,

analytics, and other techniques to turn store, manage, and understand patterns
information into business insight and trends in data

60% of enterprises face a shortage 40% of enterprises report a skills
of business analytics skills today shortage in ability to manage information

Ip#Ormation Security Software Engineering & Mobile Dev

The Cyber Security Professional

Requires a broad portfolio of security
skills and systems thinking applied to
business priorities

The Next Generation Software Engineer
Employs the skills and methodologies

needed to keep pace with the rapidly
evolving software engineering discipline

39% of organizations adding IT staff plan
to hire information security professionale

65% of enterprises face a shortage
of mobile development skills today

Source: IBM Tech Tré
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The lack of cyber security staff and skills is leaving organizations
exposed

92" 33"

of security decision-makers say staff does not have
say that staffing issues sufﬂc ient experience to

8 6%

attribute lack of
confidence in risk

management ability fo

staffing related issues

contribute to heightened manage risks effectively
levels of risk’

Source: Forrester Report 'Surviving The Technical Security Skills Crisis' (2013) © 2014 IBM Corporation



CISOs struggle mightily to recruit skills

How challenging is it in your experience to find and hire
technical security staff that fit all of your requirements?

Bl 1 (not at all difficult: minimal effort/resources needed) Bl 2 B3 [ 4 = 5(very difficult:: substantial effort/resources needed)

1% 3%

Overall 16% 80%

)

2% 2%
EMEA

2% 0% 2%

Latin America 77% 19%

Source: Forrester Report 'Surviving The Technical Security Skills Crisis' (2013) © 2014 1BM Corporation



IBM serves 9,000+ customers

C Most common skill sets required: globally with its Cyber
A Risk Management Consultants Secur i ty so | uft i
A Security Architecture representing significant

demand & opportunity for your

AIncident Management & Response
students

A Forensic Analysis

A Network monitoring/NOC or SOC support
A Malware Analysis

A Server Security Administration

A Security Project / Account Management

C Most common desired certifications:
A CISSP (includes all variations of the ISC2 credential)
A CISA/ CISM (ISACA)

A Technology certifications of interest: IBM Products, including all IBM Security Systems
portfolio; Modulo and EnCase certified examiner; PCI QSA and PA-DSS; network security
certifications

Bold: indicates High Priority
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New factors complicate security planning and response

It is no longer enough to protect the perimeter i sophisticated attacks are bypassing
traditional defenses, IT resources are moving outside the firewall, and applications and data
are becoming distributed across multiple devices.

1. Advanced Threats 2. Cloud Computing

Sophisticated, targeted attacks, designed to gain continuous Security is one of the top concerns of cloud, as customers
access to critical information, are increasing in severity and drastically rethink the way IT resources are designed, deployed,
occurrence. and consumed. /;———\
Advanced Persistent Threats / ._‘\
@ Stealth Bots Designer Malware 'iBMSI'I']CII"t Cloud
Targeted Attacks Zero-days
1 vmware @1 L\f(‘)rce /
/\\ /\"'_"

3. Mobile Computing 4. Regulations and Compliance

Managing employee owned devices and securing connectivity to Regulatory and compliance pressures continue to mount as
corporate applications are top of mind as CIOs broaden their companies store sensitive data and become susceptible to audit
support for mobile devices. failures.

Sarbanes-Oxley

Fimprciml and Mocouning DHsckesLre Informmatinn

Security

Sldndd'dS (oun(ll I
1 ]
]

e4 WindOWS' Phone ! © 2014 IBM Corporation



Solving a security issue Is a complex, four-dimensional puzzle

People Employees Consultants Hackers Terrorists Outsourcers Customers Suppliers

~
-
e~
~
~~~ \
~
-~
~

Sso N\

~a 4

Structured Unstructured At rest In motion
N~~~~ :
Sso |
Sso |
Systems e y

Applications applications Web applications Web 2.0 ___Iyl_o_b_LIe apps

It is no longer enough to protect the perimeter i
silobed approaches wi |l |
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Teaching with IBM Security resources allows your students to
develop hands-on skills across a comprehensive framework

IBM Security Framework

Governance, Risk and Compliance

IBM Security Systems @

Security Intelligence
and Analytics

z 0 0 0 (/)]
A Only provider in the market with end-to- . 8
end coverage of the security foundation 8 §
; : : =
A 6K+ security engineers and consultants 3 §’
24 - - © ‘“
A Award-winning X-Forcee research £ §
A Largest vulnerability database in the k] E
industry = ES
o
(3)
Advanced Security
and Threat Research
Intelligence Integration Expertise

Software and Appliances

© 2014 IBM Corporation



IBM University Relations & Academic Initiative

MISSIONwork across the IBM enterprise to build relationships of
mutual value with targeted universities, placing top priority on building
the technical talent pipeline

IBM Academic Initiative
IBM Academic Initiative is a global program that offers no-charge access to
resources to help faculty strengthen their educational programs so their

students can compete in the job market of any industry. Become a member

today. T
- - - ¢
™ University research, collaboration, and awards IBM U nive rSIty Relatlons - (k -
A e . .. . . . ,
IBM has a strong tradition of research collaboration with academia in Tools for today. Knowledge for tomorrow. ~
universities around the world. IBM can help you advance your academic -
research, explore new opporiunities. and connect with colleagues and — — f )
programs worldwide. (
/'/-1

IBM Watson

= With its historic victory on Jeopardy!, IBM Watson ushered in breakthrough
technology involving cognitive systems that can transform how
organizations think, operate and decide. Prepare your students for this

new era in computing.

Students for a Smarter Planet

Locally-based and student-led, these organizations are collaborating with
other student groups. professionals, and policy makers to develop and
implement innovative solutions that impact the world around us.

Business solutions for education IBM Training

Meet education's toughest challenges: budget cuts, demand for = -
specialized skills, and complexity created by alternative learning paths. Bwldlng skills for a smarter planet

© Transform your institution with IBM hardware, software, and services.

@ Global Skills Initiative (GSI) I

© 2014 IBM Corporation



Benefi ts i-chardegaitveate. n o
IBM Academic Initiative ,

Building skills for a Smarter Planet

Welcome Teaching topics Community Membership
Software
Featured Academic Initiative software offerings
Find the most popular software products and tools for academic use, including . .
several that are publicly available and dozens of fully licensed |IBM products from » Business analyfics

each IBM software brand. They are all available at no charge, but only Academic

»:Business and IT:
Initiative members can access the products and tools in the Software Catalog.

Membership is open to qualifying faculty members, research professionals at » Business process management
accredited institutions, members of standards organizations, and IBM employees and _
confractors. * Cloud computing

» Enterprise computing

¥ Information management

IBM Software
Access tahousandsof full-function, leadingedge » IT service management
software applications available for faculty to download
at no charge. Faculty can make copies of the software
for their students by:

- Installing the software on lab machines for students > Software engineering

- Provisioning the software on the IBM Academic Skills
Cloud their students can access

¥ Security and information assurance

¥ Social business

© 2014 1BM Corporation


https://www.ibm.com/developerworks/university/software/get_software.html

Benefi ts i-chardecalireegvaren o

IBM Academic Initiative

Building skills for a Smarter Planet

Welcome Teaching topics Community Membership

Courseware

The Academic Initiative offers a wide range of professionally
developed courseware to help you teach your classes using I1BM
and open source products and technologies. Our Courseware
Repository, also called Catalog of Educational Materials, is
organized by teaching topics that align with academic curricula.

You must be an Academic Initiative member to download most of these courses.
Membership is open to qualifying faculty members, research professionals at
accredited institutions, members of standards organizations, and IBM employees and
contractors.

IBM Courseware
More than400 course modulesreated by IBM to help
clients get the most from their software investment.

Featured Academic Initiative course offerings

b Business analytics

F Business and IT

F Business process management

b Cloud computing

F Enterprise computing

b Information management

b IT service management

b Security and information assurance

b Social business

b Software engineering

Cl Odzf G& Oly dzaS GKSY 02 SYNAOK GKSANI addzRSy

classroom experienceat no charge

© 2014 IBM Corporation


https://www.ibm.com/developerworks/university/courseware/

e What

Do You

Getting started
IBM Academic Initiative £

Building skills for a Smarter Planet

Welcome Teaching topics Community Membership

What do you teach?

Whether you are teaching computer science, information technology, business, or
marketing courses, |IBM offers a wide range of products and solutions that can help
you enhance your curriculum and enable your students to develop competitive skills
on the latest industry-standard software, systems, and tools.

In addition to our publicly available resources, Academic Initiative members can get
full-version software and professionally developed courseware at no charge.

Cyber Security 7 IBM is actively
engaged with faculty at 50+
universities

Working with 12,400 f
across 4,500+ instituti

aculty
ons,

teaching 600,000 students worldwide.

Source: 2013 Al membership data

Explore these topics to find resources for your academic field

P Business analviics

P Business and IT

P Business process management

P Cloud computing

*» Enterprise computing

P |nformation management

IT s

Security and information assurance

P Social business

P Soffware engineering

© 2014 IBM Corporation



Cyber Security Solutions Available Through Al

Welcome Teaching topics Community

Security and information assurance

- Security has ascended in importance across businesses of all sizes,
whether it's the CMO evaluating the potential risk to the brand, the CFO
understanding the financial implications of adverse events, or the COO

assessing the impact of IT systems disruptions on ongoing operations.
Developing security intelligence skills — the ability to proactively predict,
identify, and react to potential threats — will take on a new priority in the digital age.

We have software, courseware, and other resources for you to use in your classrooms and

labs so that your students can get the skills they need to become part of the information security

profession.

Membership I Search

Security and information assurance focus areas

= Data protection and access management
Learn how to protect information from unauthorized use, disclosure, modification, or
destruction and eliminate risks from insecure database configurations.
Recommended products: InfoSphere Guardium, IBM Security ldentity and Access Manager

= Infrastructure security
Teach students how to address security issues across an [T environment to ensure each
device is protected from malicious activity.
Recommended products: IBM Security Server Protection and Virtual Server Protection, IBM
Security SiteProtector System

Intelligence, analytics, and compliance

Show your classes how to gather, analyze, measure and interpret event data from an IT
environment to detect malicious activity and demonstrate compliance.

Recommended product: IBM Security Content Analysis SODK

= Secure software engineering
Ensure your students understand the best practices to use throughout the software
development lifecycle to prevent, detect, and eliminate vulnerabilities.
Recommend product: IBM Security AppScan

N ™

Become an Academic Initiative member
B Discover more about the program (187KEB)
- Join now — at no charge!

- Renew your membership

Contact IBM Academic Initiative
& Email

-+ Get support

More resources

2013 (ISC)? Global Information Security Waorkforce
Study

ISACA: Model Curriculum for Information Security
Management

ISACA: Model Curriculum for IS Audit and Control

US-CERT: Competency and Functional
Framework for IT Security Skills

'014 IBM Corporation



Security Fundamentals Curriculum Resources

> v D Dy > D> D> D D

Importance of Security in Today's IT Environment

Security Concepts and Principles

X Force Reports/Trends

Digital Identity and Identity Management
Authentication

Access Control

Federation and SOA

Cryptography

Application Security

Social Media Security

« AoT University: Security
Fundamentals

Data Security

Network Security i SSL and IP
Cloud Security

Mobile Security

Endpoint Management
Embedded Security

Security Intelligence and Threat
Management

Governance

I vy Dy D D D

p>X

IBM Academy of Technology sponsored
presentations/videos which can be leveraged as
faculty develop curriculum.

Little/no product content.

© 2014 I1BM Corporation



Alignment with government programs in cyber security education

NICE

NATIONAL INITIATIVE FOR CYBERSECURITY EDUCATION

NATIONAL SECURITY AGENCY {

Defending Our Nation. Securing The Future.

HOME ABOUTNSA  ACADEMIA  BUSINESS  CAREERS INFORMATION ASSURANCE ~ RESEARCH  PUBLIC INFORMATION COMMITMENT

'SEARCH |

Home > Information Assurance > Academic Outreach > National Centers of

Information Assurance Academic Excellence

Aot Ty st MR Centers of Academic Excellence Institutions

INTERNATIONAL CONFERENCE ON CYBER SECURITY

A Global Solution to Emerging Cyber Threats

URI A-Z | Directory | Request Info | Apply

B

111 ]

1000

00101010
10101

0010 "% ’ | | " Cybersecurity:

10107 , /8 D2

1110) 4710 Workfofce Development:
1

Preparing the Next Generation

NIST/NICE focused on enhancing overall
cybersecurity posture of the United States by
accelerating availability of educational and training
resources.

NSA / DHS Centers of Academic Excellence i
presented IBM university programs to DHS leaders
and universities. 180 Universities designated as
Centers of Excellence

Fordham University and FBI jointly hosted 300+
experts, including Head of NSA, Head of CIA and
Head of FBI

University of Rhode Island hosted notable
speakers, US Senators Reed and Whitehouse,
U.S. House of Representatives, Jim Langevin and
David Cicilline. IBM at industry panel.

© 2014 IBM Corporation



Skills taxonomy, courseware, curriculum design guidance & job
descriptions

I US Government Security Research Scientist - 624985

C Skills Taxonomy Microsoft - Description

s s *  Intel Labs is collaborating with the US Government {IUS(G) to drive advanced
werPoint Presentati COMPULET Security technnlgogim in the field of malware defense to complement

" - iamamiiitn L S

up
cyber sel| IBM Senior Security Analyst
developi
C C 0 u rseware Malware Job Title: Senior Security Analyst
operaticl. Job Category: [T Specialist

include t| Job Role: Security Specialist
strictly ¢ Job Role Skill Set: Managed IDS-IPS Services
reporting Shift: 7, 2% 3
teach/dir, Band: 7/8

C Designing Security Curriculum White Paper focurey Job descripeon

reviews { IBM Security Operations Center (SOC) Analysts are individual contributors responsible
opportur for providing IT security services to clients within the IBM Security Services (IS5)
software] Managed Security Services organization. As a member of a team, or working
availabill| independently, perform an analytical and technical role in implementation, integration,
. . : »  Qualifici and delivery of technical IT security solutions for clients. This includes the use of inter-
C Exam p I e J O b D escrl ptl O n S k 1_ «  Require operational processes and procedures. Deliver high quality technical and/or consulting
+ 1.Demol Solutions to clients in response to managed core and perimeter security requirements.
« 2. Abjlip Ferform multiple assigned technical tasks including system administration, menitoring,
research, and analysis of complex security solutions. SOC Analysts have network
results security product, technology, threat, vulnerability and M35 offering specialized skills.
Document . 4P Using IT Security Industry experience, monitor client security systems and events to
. 5' anggl detect and investigate threats, and work regularly with client teams to enhance current
' solutions to improve client security posture. This ofien includes using tools and methods
to analyze and customize client solutions. Have enhanced professional, operational, and
inter-personal skills to function effectively in collaborative high stakes and high stress
situations with clients.

* 3. Demo

*  Desired
= 1. Worki
= 2, Worki

with nety joh Roles

* Develop and deliver customer presentation regarding security and enhancing their
Security posture

© 2014 IBM Corporation


https://w3-connections.ibm.com/forums/html/topic?id=972abb4e-361c-4206-a3dd-b2bc392e4ae9

Redbooks and Guides

Introducing the IBM Securlty

Framework and IBM

security Blueprint tO Realize Securing virtualization in
Business_Driven security real-world environments

Bulding  business securty rference model b3sed o0
standards and common practices.

‘Connecting business drvers wit T secartty
‘200 isk management dsciplines
—

Employing the 1BM Securty Framemork
and the 18M Securtty Blueprint I3
feak-worid business scenarto

IBM Security Solutlons
Architecture for Network,
Server and Endpoint

Comprehensive discussion of the IBM Security
Framework and IBM Security Blueprint

* Detaled insightnto the threatand
vulnerabiliy landscape

ibm.com/redbooks R e d p a and mmfm m i

http://www.redbooks.ibm.com
[redpapers/pdfs/redp4528.pdf

http://public.dhe.ibm.com/comm
on/ssi/ecm/en/sew03016usen/S
EWO03016USEN.PDF

ibm.com/redbooks Red bOOks

http://www.redbooks.ibm.com/r
edbooks/pdfs/sg247581.pdf
http://public.dhe.ibm.com/common/
ssi/fecm/en/sew03027usen/SEW03
027USEN.PDF
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