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* Roman city of Lugdunum

« Second largest French city

« Nominated among the most attractive European cities
* Close to the Alps

The Saint-Jean and the Croix-Rousse
areas, with their narrow passageways
(traboules) were designated

UNESCO World Heritage Sites in 1998




Well connected to Paris and major European cities
Paris 2 hours by TGV, Marseille & Geneva 1 hour 1/2 by TGV

Paris, Milano, Munich, Barcelona 1 hour by air, New York 6 hours,
Mont-Blanc mountains less than 2 hours by car and French Riviera less than 3 hours
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Excellent

public

transportation

system

(Metro+tram+bus - probably the best in France!)
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The capital of French
Gastronomy

Michelin starred chefs: Bocuse, Lacombe, Orsi, Chavent,
Lassausaie, Le Bec, Blanc (Vonnas),
Chapel (Mionnay), Troisgros (Roanne)

About 800 restaurants =
ﬁ
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 Pasteur (world n° 1 in human vaccines)
 BioMérieux (world n° 1 in bacteriological diagnosis)
* P4 lab (BSL4 - Biological safety level 4)

* INTERPOL

« EURONEWS

» 7/ campuses and +135K students
+ 2" R&D region in France with 17K researchers
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LIRIS, CNRS UMR 5205

= 308 members (January 2013)

® 40 professors, 91 associate professors, 4 CNRS and 1 INRIA
researchers (total 136)

® 6 technical staff
® 9 administrative staff
® 133 PhD students, 17 post-docs
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= Affiliated to five (5) institutions

® CNRS

® INSA de Lyon

® Université Lyon 1
® Université Lyon 2
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Research on Security at LIRIS
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Simulation & Virtuality
& Computational Sdences

Teams: Beagle, R3AM, 5SAARA

Data Sclence
Tearns: BD, DM2L, GRAMA

Interactions & Cognition
Teams: SILEx, GRAMA

Geometry & Modeling
Teams: GeoMod, M2DisCo

Computer Vision & Pattern Recognition
Teams: Imagine, M2DisCo

Services & Distributed Systems & Security
Teams: DRIM, SOC



Research issues

« Security in Distributed Systems
* Privacy

« Authentication and integrity

« Secured protolcols

* Policy composition

» Access Control

« Security policies analysis

« Watermarking of 3D objects

LIRIS
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This presentation

Inference problem
Data integration and sharing
Decision support systems

Interoperability
Service compatibility

J
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Introduction

¢ Access control aims at preventing unauthorized
users from getting sensitive information

® Access control protects data  against
unauthorized disclosure via direct access

®* Beyond access control: the inference problem

® Preventing against indirect disclosure of data

® Inferring sensitive information from non sensitive ones by resorting
to semantic constraints

e —
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Data Sources Mediator Data Consumers

Business Intelligence

Data Warehousing
System

Privacy Policy
Enforcement Point

Each one with its own data schema.

N Buiioday

Many data sources.

Each source has its own privacy policies defined on its own
schema.

Global As View (GAV) integration approach.



The inference problem [1]

The inference problem is the ability to deduce
sensitive information from non sensitive one

Two methods to make an inference :
® Obtaining information about individuals from information about
a population (e.g. statistics).
® Combining non sensitive information with semantic constraints
(e.g. metadata) to obtain sensitive information.

-
[1] Csilla Farkas, Sushil Jajodia: The Inference Problem: A Survey. SIGKDD Explorations 4(2): 6-11 (2002) —

e d—

LIRIS



Access control & associations

Access to a set of attributes simultaneously Is
more sensitive than accessing each attribute
individually

Example: access to SSN or Disease could be allowed,
whereas access to both attributes simultaneously is

denied. The association patient-disease IS
sensitive.

i D
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Motivating example

Sources
S1(SSN, Diagnosis, Doctor).
S2(SSN, AdmissionDate).
S3(SSN, Service).

Authorization policy at S1
Nurses are prohibited from accessing the association of SSN
and Diagnosis.

Authorization rule
(SSN, Diagnosis) := S1(SSN, Diagnosis, Doctor), role = nurse.

[ ]
-
LIRS >



Motivating example

Mediator
M(SSN, Diagnosis, Doctor, AdmissionDate, Service) :-
S1(SSN, Diagnosis, Doctor) , S2(SSN, AdmissionDate),
S3(SSN, Service).

Functional dependencies
FD1 : AdmissionDate, Service — SSN
FD2 : AdmissionDate, Doctor— Diagnosis

Authorization policy at the mediator (Propagation)
Nurses are prohibited from accessing the association of SSN and
Diagnosis.
Authorization rule
(SSN, Diagnosis) :- M(SSN, Diagnosis, Doctor, AdmissionDate, Service),
role = nurse.

[ ]
-
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Motivating example

A malicious user could execute the following queries
Q1 (SSN, AdmissionDate, Service).
Q2(Diagnosis, AdmissionDate ,Service).

Combining the results of the two queries by a join and taking
advantage of FD1, a malicious user will obtain SSN and diagnosis,
thus will violate the authorization policy

Q3(SSN, Diagnosis) :» Q1 (SSN, AdmissionDate, Service),
Q2(Diagnosis, AdmissionDate ,Service).

[
[
ﬁ
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Motivating example

The issue arises from the following
® New semantic constraints appear at the mediator (e.g., FD1).

® No source could have considered this new semantic
constraints while defining its policy.

Propagating and combining the sources’
policies is not sufficient

= The need for a methodology that
considers both the combination and the new
semantic constraints that appear In the
mediator.

T —
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Help/advise the administrator in the definition

of the mediator’s policy such that
® Each source policy has to be preserved.

® Prevent against illegal accesses
® Direct access : asking for sensitive information.
® Indirect access : infer sensitive information.

® Maximize the availability at the mediator level.

J
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Contribution
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Relational model & conjunctive queries

Global As View (GAYV) integration approach

® Each virtual relation of the mediator is constructed by a
conjunctive query over the sources’ relations.

® M(SSN, Diagnosis, Doctor, AdmissionDate, Service) :-
SA1(SSN, Diagnosis, Doctor), S2(SSN, AdmissionDate),

S3(SSN, Service).

Authorization rules expressing prohibition
(SSN, Diagnosis) :- S1(SSN, Diagnosis, Doctor), role = nurse.

Semantic constraints : functional dependencies

e H—
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Methodology

Detection phase (Re)configuration phase
. | | |
Functional I 0 [ I
dependencies I i [ Policy modification |
|
: : ﬁ: P=PU{p(Q4), p(Q5)} |
I {Q1,Q3,Q4 | ' :
[ (01,05 | I i
I * {Q2,Q3, Qs | I
Mediator | {Q2,04} 1 i :
policy | {Q3, Q4, Q5} | | _
I [ I Query tracking :
| | I
i |§| (0, Q304 |
l I I {Q1, Q5} :
| | I {Q2, Q3, Q5}
Mediator J Transition graph Transactions | | {Q2, 32} [
<chema | construction generation | | [

e M
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Methodology

Detection phase
® Construction of transition graph.
® Generation of critical transactions.

(Re)configuration phase
® Solution 1 : Policy revision.
® Solution 2 : Query tracking.

J
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Detection phase : problem definition

Inputs
® Sources’ policies propagated to the mediator.
® Functional dependencies that hold at the mediator level.

Output

® The set of all the transactions that could induce privacy
violations.

e —
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Graph construction

Functional dependencies
FD1 : AdmissionDate, Service — SSN
FD2 : AdmissionDate, Doctor — Diagnosis

(SSN, Diagnosis)

J
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Graph construction

Functional dependencies
FD1 : AdmissionDate, Service — SSN
FD2 : AdmissionDate, Doctor — Diagnosis

(SSN, Diagnosis)
FD1

Q1 (AdmissionDate, Service, Diagnosis)

J

LiITaiS



Graph construction

Functional dependencies
FD1 : AdmissionDate, Service — SSN
FD2 : AdmissionDate, Doctor — Diagnosis

(SSN, Diagnosis)

FD D2

Ql(AdmissionDate, Service, Diagnosis) Q2 (SSN, AdmissionDate, Doctor)



Graph construction

Functional dependencies
FD1 : AdmissionDate, Service — SSN
FD2 : AdmissionDate, Doctor — Diagnosis

(SSN, Diagnosis)

FD D2

Q1 (AdmissionDate, Service, Diagnosis) Q2(SSN, AdmissionDate, Doctor)

FD2

Q3 (AdmissionDate, Service, Doctor)

[ ]
-
LIRS >



Graph construction

Functional dependencies
FD1 : AdmissionDate, Service — SSN
FD2 : AdmissionDate, Doctor — Diagnosis

(SSN, Diagnosis)

FD D2

Ql1(AdmissionDate, Service, Diagnosis) Q2(SSN, AdmissionDate, Doctor)

FD2 FD1

Q3(AdmissionDate, Service, Doctor)

[ ]
-
LIRS >



Generation of critical transactions (1/4)

(SSN, Diagnosis)

FD D2

Q1l(AdmissionDate, Service, Diagnosis) Q2 (SSN, AdmissionDate, Doctor)

FD2 FD1

Q3 (AdmissionDate, Service, Doctor)

How to generate the critical transactions?
* Each path between the initial node and a node Qi represents a
transaction.
* Atransaction is composed of all FDs on the path and the query of the e=

node Qi. N

LIRIS



Generation of critical transactions (2/4)

SSN)

Correspond to the query (SSN, Diagnosis)
FDR1: (AdmissionDate, Service,
FD D2

Q1l(AdmissionDate, Service, Diagnosis) Q2 (SSN, AdmissionDate, Doctor)
FD2 FD1
Q3 (AdmissionDate, Service, Doctor)

Transactions
T1 ={FD?1, Q1}

[ ]
-
LIRS >



Generation of violating transactions (3/4

(SSN, Diagnosis)

FD D2

Q1l(AdmissionDate, Service, Diagnosis) Q2 (SSN, AdmissionDate, Doctor)

FD2 FD1

Q3 (AdmissionDate, Service, Doctor)

Transactions
T1 ={FD®1, Q1} -
T2 ={FD?2, Q2} fﬂ;

LIRIS



Generation of critical transactions (4/4)

(SSN, Diagnosis)

FD D2

Q1l(AdmissionDate, Service, Diagnosis) Q2 (SSN, AdmissionDate, Doctor)

FD2 FD1

Q3 (AdmissionDate, Service, Doctor)

Transactions

T1 ={FD?1, Q1}

T2 ={FD?2, Q2}

T3 ={FD?1, FD?2, Q3} =
ﬁ_

LIRS °



(Re)configuration phase

How to use these critical transactions?

@ At the design time : Policy revision
® Add a new set of authorization rules.
® No transaction could be completed.

® At the execution time : Query tracking
® Keep track of the user queries.
® Avoid the execution of all the queries of a transaction.

e
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Solution 1 : Policy revision

In the previous phase we have generated a set of
transactions

T1={Q1, Q2, 43}
T2={83, Q4)

T3={Q5, &6 =
P Xl »  Q={Q3,Qs}

If we add new authorization rules such that for any
Ti at least one Q@Qj is denied, then the policy will be
preserved

Query cancellation problem : find the minimum set
of Qj

£
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Query cancellation : problem definition

Input : A set of critical transactions

T1={Q%, QL, ... QL .}
T2={Q2,, Q2,, ... @2}
:I'.r-1:{Q”1, an, ann}
Output : a set Q of queries such that:

oV, TINQ=#0Q
@ Qisminimal @Q | Vi, TiNQ #® and |Q|<|Q|)

e h—
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Policy revision

Find the minimum set of queries to be denied

® Add a new rule for each query.

® Ensure, at design time, that no critical transaction could be
completed.

Finding the minimum set of queries increases
the availability at the mediator level

LIRIS



Solution 2 : Query tracking

History based solution
® Consider past queries to make a decision about the current
query.
Problem definition
® |nput
® Past queries.

® A set of critical transactions.
® Current query.

® Output
® Decision about the current query (accept or deny).



Let T ={Q1, Q2, Q3} be a transaction.

Let QU={QY;, QY,, QY;, QY,} be a sequence of user
gueries.

Qlc QY
Q2 c QY,
Q3 € QY

J
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Qlc QY
Q2 c QY,
Q3 € QY

Queries Transaction Evaluation

QYy T={Q1,Q2,Q3} Qv is accepted

[
[
m
LIRS



Qlc QY
Q2 c QY,
Q3 € QY

QY T={Q1,Q2,Q3} Qv is accepted
QY T={Q1,Q2,Q3} Qu,is accepted

[
[
m
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Qlc QY
Q2 c QY,
Q3 € QY

Queries Transaction Evaluation

QYy T={Q1,Q2,Q3} Qv is accepted
QY T={Q1,Q2,Q3} Qu,is accepted
QY3 T={Q1,Q2,Q3} Qu,is accepted

[
[
m
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Qlc QY
Q2 c QY,
Q3 € QY

Queries Transaction Evaluation

QY
QY
QY
QY4

T={Q1, Q2, Q3}
T={Q1, Q2, Q3}
T={Q1, Q2, Q3}
T ={Q1, Q2, Q3}

QY, is accepted
QY, is accepted
QY is accepted
QY, is denied

[}
[
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Materialized views
« Used Iin decision and distributed systems:
Data warehouses, Mediators, ...
e Store the results returned by a query
o They can be used as any other table

Ensuring confidentiality of materialized
views IS important

LIRIS 52



) Que
—L‘; Access

- : Control

Policies on DB

User

Query

; Views Definition |
Access -
Control — :
: | Policies on MV

[

]
4 = h_
LITaS 53



Our Approach

- Query evaluation
Authorization

views on DB

(AV)

v

Relational framework
Conjunctive queries by
allowing equalities
HMiniCon: MiniCon
algorithm in the security

Definition of MV

- Authﬂrj}atiﬂn
views on MV

HMiniCon"* Algorithm

l

context Set of authorization views based on MV

Desired properties: Secure and Maximum

54



Desired Properties

Security: The generated views should not
give access to Information that are not

allowed by the basic authorization
VIEWS.

Maximality: The generated views should
return as much Information as possible,
while satisfying the secure property.

LIRIS



Contributions

v' An automated method to generate access control
policies for materialized views

v' An adaptation of a query rewriting algorithm
v Conjunctive queries with equalities
v Asecure and maximal approach

LIRIS 56
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Web Services

Information
system -
<« >
Provided as
Web Server User
Web SOAP messages Web
Services Services
’ gerVICe ﬂeglsfry ! Service description

7

e . T

Service-oriented architectures (SOA). —

. = N

LiITaiS

Information
system

Provided as




Web services description

Service Description

@ u Does a structural description suffice?

Structur. Behavioural Not in All cases

Operations, | The order of exchanged
schemas, messages (Business
information g protocols)

messages fo
@ Addlten- *‘ch(ﬁ
AddItemn AddItem(+)

o>

Web SOAP messa Web J
Service Service

BPEL, WSCI,
WSDL BPMN, etc.

ItemSent(+)




Business Protocol

WS Business Protocol: Possible message exchange sequences
supported by the service

P

S g ed CardWiait CardVerify FinishSUC
L) ReqCard(-)O CardReceive(+) ResourceSent(-)@

Accessdenied(-)

Fail

A Web service business protocol



Compatibility and Replaceability

SerVice B . messages____| interactions messages Service A

/ Describgd by

Business Compatib|e? Business
Protocol _7 Protocol

Described by specify

Replaceable?




Contributions

= Enhance Modeling and interoperability of WS -

Annotating business protocols with Access control (AC) policies

= Enhance the analysis of WS Interoperability

Compatibility and replaceability checking



Compatibility

Compatible? SRS
Protocol Protocol

We say that two services are compatible if:
« All the messages get out from one service can be

received from the other service and vice versa by

complying with constraints (e.g., ACP).

* There are no deadlocks



Replaceability

Business Replaceable’? Business
Protocol Protocol

We say that a Web service WS1 can be fully replaced by WS2 iff WS2 is

compatible with all the services which are compatible with WS1

Web Services

Cannot
Replace




Compatibility - algorithm

= Compatibility in terms of message exchange

1. Create the product automata
2. Traversing through the product automata

3. For each accessible state in the product automata

® All the messages that get out from one service can be received by

the other service.

® There a path from this state to a final state.



Compatibility - example

CardWait-1

CardVerify-1 FinishSUC-1

ResourceSent(-) Q
RegCanceled-1

Accessdenied(-),

start-1 Logged-1

CardReceive(+)

P2
start-2 Logged-2 CardWait-2

CardReceive(-)

CardVerify-2 FinishSUC-2

ResourceSent(+) O

% :
P1xP2 (start-1, (Logged-1, (CardWait-1, (CardVerify-1, (FinishSUC-1,

art 2 Logged-2) —_ CardWait-2) CardVerify-1) FinishSUC-2)

‘ Login 9‘ ReqCard )‘ CardRecelve y

ResourceSent

—

Accessdenied (Fail-1,Fail-2)




Web services AC

= Web Service AC

® Restrict access to Web resources
® AC Policy
® Credentials
= Interopérability analysis
® Annotated with AC

Business Protocol

Business Protocol i P)
(AC Annotated ) Compatlble ;

(AC_Annotated )

=Why is it important to annotate AC Iin WS
description?



Web services AC informal scenario

Repository

Wsdl, © | wesdl,

ggister/update
Sedrch

Binding info

Invoke

A 4

Request credentials

Cl
Response with credentials C1

>| Service
Consumer R id
—_— provider

Request credentials Cn

Response without credentials Cn

Stop without executing the service

Informal scenario shows the problem of the traditional AC models. i
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Cumulative AC
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Compatibility algorithm in terms of AC

= Compatibility in terms of AC and message exchange
1. Create the product automata
2. Calculate the cumulative AC.
3. Traverse the product automata

4. For each accessible state in the product automata

® All the messages get out from one service can be received from

the other service and vice versa.
® Each ACP has the required credentials

® Thereis a path from this state to a final state.



Thank you for your attention



